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1	Decision/action requested
[bookmark: _Hlk30754507]This contribution proposes to add the F1 interface set-up procedure to IAB draft CR for TS 33.501
2	References
[1]	S3-194596 "[Draft CR]Solution for IAB Architecture (Baseline version)"
[2]	3GPP TS 33.501 "Security architecture and procedures for 5G System"
[3]	3GPP TR 33.824 "Study on security aspects of Integrated Access and Backhaul (IAB) for Next Radio (NR)"

3	Rationale
This contribution proposes to add the F1 interface set-up procedure to the IAB draft CR [1] for TS 33.501 [3].
For F1 setup, it was agreed in SA3 #97 that PSK based IKEv2 is supported. The solution #3.1 in TR 33.824 [3] further proposes to derive PSK for F1 security establishment from the KgNB. Using KgNB for F1 security setup (i.e., PSK based IKEv2 between IAB node and IAB donor) is possible, yet it imposes additional requirements/complexity at IAB donor. For example,
· The IAB donor needs to distinguish wireline F1 (with DU) and wireless F1 (with IAB) and perform a different procedure based on the identification of the F1 type it is establishing. 
· The solution needs to be extended to cover all dual connectivity scenarios. 
· The impacts of KgNB refresh/rekeying have not been investigated
It should be noted that authorization information supplied to the RAN by the 5GC during the IAB initial registration procedure is intended to authorize MT setup, i.e., the RLC channel setup as an IAB node with its parent node. Therefore, “By using the AS security context key KgNB, the IAB Donor ensures that the IAB Node is authorised already by the core network.” is not required. In other words, it is not necessary to authorize DU based on a CN indication nor is binding between IAB MT and DU security required.
Considering that IAB nodes are stationary (i.e., not mobile), the benefit of deriving PSK from KgNB for IKEv2 cannot be justified. Instead, supporting PSK based IKEv2 is sufficient for efficient F1 security setup so that it can be configured when desired. Optimization for mobile IAB scenarios can be considered in later releases if necessary.
Observation 1: Support of dynamically derived PSK keys is not necessary for the stationary IAB architecture in Release 16. It only imposes additional complexity on key management and related procedures.
On the other hand, dynamically deriving PSK keys is not a new mechanism in 3GPP and has been already specified for access security between the UE and the network over non-3GPP access both in EPS and 5GS. As said above, Solution #3.1 in 3GPP TR 33.824 [3] proposes that the PSK key is derived from the access key (KgNB). Although no specific security concerns have been identified, this however blurs the separation between network domain security and access security. So far, there are no dependencies between these two feature groups.
The access security features are tightly coupled with the communicating end points, i.e. UE and network counterpart such as gNB, AMF, AUSF, AAA server, etc., while network domain security features are not. This is because the latter features depend on the actual physical deployment and grouping of the network entities. This is where the SEGs are useful since they allow the termination of IPsec tunnels somewhere else, for example at the edge of a secure domain, rather than in the actual standard interface end point. 
Regarding F1 security, as specified in 3GPP TS 33.501 [2], for the split gNB architecture, a SEG can be used to terminate the IPsec tunnel on the CU side. In order to support PSK while keeping the same level of flexibility, a new interface between the CU and the SEG would be needed in order to signal such dynamically derived PSK keys. Though this is feasible in standards, it has practical deployment implications since it would require upgrading already deployed SEGs. 
Observation 2: Support of dynamically derived PSK keys requires new interface between CU and SEG.
Based on the above observations, it is proposed to specify the PSK based IKEv2 procedure for IAB setup in Release 16, without specifying mechanisms for PSK provisioning.

4	Detailed proposal
It is proposed that SA3 approve the below pCR for inclusion in the draft CR [1] for TS 33.501.

**** START OF CHANGES ****
[bookmark: _Toc19634813]
X.3.3 	Security mechanisms for F1 interface between the IAB-node (gNB-DU) and the IAB-donor-CU  (Phase-3)  
X.3.3.1	General
The following clause applies to F1 interface between the IAB-node and the IAB-donor.
[bookmark: _Toc19634814]X.3.3.2	Security mechanisms for the F1 interface
F1 security for IAB is established using IPsec ESP and IKEv2 certificate-based authentication as specified in clause 9.8.2 of the present document, with IAB node taking the role of gNB-DU and IAB-donor-CU taking the role of gNB-CU.
In addition to the IKEv2 certificate-based authentication, IKEv2 Pre-shared Secret Key (PSK) authentication shall be supported. When IKEv2 performs a PSK authentication, in the IKE_AUTH request message, the IAB node shall set the ID type to ID_KEY-ID and set its value to PSK ID.
NOTE x: The required certificates (for IKEv2 certificate-based authentication) or PSK and PSK ID (for IKEv2 PSK authentication) are preconfigured at the IAB node and IAB donor. Configuration of the certificates or PSK(s) is out of the scope of the present document.

**** END OF CHANGES ****
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